Day 3: OSIl Model and TCP/IP
Suite

CCNA 200-301 Study Guide:
Networking Models & Data
Encapsulation

Understanding the structure, scope, and rules of the CCNA 200-301 exam is the foundational first
step toward successful certification. This guide explores the conceptual models that govern all data
communication.

1.0 The CCNA 200-301 Exam
Landscape

1.1 Key Exam Metrics

Familiarizing yourself with the core metrics of the exam will help you manage your time effectively.

Attribute Details

Exam Code 200-301

Duration 120 minutes
Question Count Approximately 50-60

Passing Score Approximately 85%



Formats Multiple-choice, drag-and-drop, router simulations

Mentor's Note: With 120 minutes for roughly 60 questions, you have about two minutes per
question. Do not get bogged down in a single simulation; they test both knowledge and speed.

1.2 Core Knowledge Domains

Domain Weight Key Topics

Network Fundamentals 20% Routers, switches, cabling, IPv4/IPv6

Network Access 26% VLANSs, trunks, STP (RSTP),
EtherChannel

IP Connectivity 25% Routing tables, static routing, OSPFv2

IP Services 10% NAT, DHCP, DNS, SNMP, QoS, SSH

Security Fundamentals 15% VPNs, ACLs, Layer 2 security

Automation 10% APIs (REST), SDN, JSON

2.0 The Foundation: Why
Networking Models Matter

Standardized networking models provide a vendor-neutral framework, ensuring that devices from
different manufacturers (e.g., Cisco and Juniper) can interoperate.

2.1 Core Terminology

e Protocol: A set of logical rules defining how devices communicate (the "grammar" of the
conversation).

e Standard: An agreed-upon specification that ensures interoperability (e.g., Ethernet or Wi-
Fi).

2.2 Key Standards Organizations

e |[EEE: Focuses on LAN and Physical layer standards (e.g., 802.3 Ethernet, 802.11 Wi-Fi).
e |IETF: Focuses on Internet protocols (e.g., TCP/IP, HTTP), documented as RFCs (Requests
for Comments).



3.0 The OSI Model: A Theoretical
Framework

The Open Systems Interconnection (OSI) model is a 7-layer conceptual framework. It provides a
precise vocabulary for discussing network functions and troubleshooting.

The 7 Layers of the OSI Model

Layer Name Function & Examples

7 Application Interface for network applications
(HTTP, FTP, SMTP).

6 Presentation Data formatting, encryption, and
compression (JPEG, SSL).

5 Session Manages dialogues/sessions between
applications.
4 Transport End-to-end communication and

reliability (TCP, UDP).

3 Network Logical addressing (IP) and path
determination (Routing).

2 Data Link Physical addressing (MAC), framing,
and error detection.

1 Physical Transmission of raw bits over physical
media (Fiber, Copper).

Mnemonic: Please Do Not Throw Sausage Pizza Away (Physical to Application).

4.0 The TCP/IP Model: The Practical
Standard

The TCP/IP model is the implemented framework used by the modern internet. It condenses the OSI
model into fewer layers.

TCP/IP Layer OSI Equivalent Core Function Key Protocols



Application 7,6,5 Process-to-process HTTP, DNS, SMTP
communication

Transport 4 End-to-end delivery via TCP, UDP
Ports

Internet 3 Routing packets across IPv4, IPv6, ICMP
networks

Network Access 2,1 Local delivery and signaling Ethernet, Wi-Fi

5.0 Data Flow: Encapsulation &
Decapsulation

Encapsulation is the process of wrapping data with protocol information (headers) as it moves
down the stack.

5.1 Protocol Data Units (PDUSs)

Memorize these terms for the exam. Each layer's "chunk" of data has a specific name:

Layer 4 PDU: Segment (TCP) or Datagram (UDP).

Layer 3 PDU: Packet.

Layer 2 PDU: Frame.

Layer 1 PDU: Bit.

Payload: The data content carried inside a PDU from the layer above.

5.2 The Step-by-Step Flow

1. Encapsulation (Sending): Data moves from Layer 7 down to Layer 1. Each layer adds a
header (and Layer 2 adds a trailer for error checking).

2. Decapsulation (Receiving): Data moves from Layer 1 up to Layer 7. Each layer strips off its
corresponding header after processing the control information.

6.0 Key Layer Functions and
Addressing Schemes



6.1 Layer 4: The Transport Layer

Uses Port Numbers to distinguish between different applications (e.g., HTTP = Port 80).

e TCP: Connection-oriented, reliable, uses a three-way handshake.
e UDP: Connectionless, "fire-and-forget," low overhead, ideal for voice/video.

6.2 Layer 3: The Network Layer

Responsible for moving data across different logical networks (Routing).

e Addressing: Uses IP Addresses (Global scope).
e Device: Routers are the primary Layer 3 devices.

6.3 Layer 2: The Data Link Layer

Responsible for delivery between two devices on the same local segment (Hop-to-Hop).

e Addressing: Uses MAC Addresses (Local scope).
e Device: Switches are the primary Layer 2 devices.
e Error Detection: Uses the Frame Check Sequence (FCS) in the trailer.

7.0 The Mail System Analogy

e Application (The Letter): The actual message.

e Transport (The Recipient): The specific person the letter is for (Port Number).

e Network (The Address): The street, city, and zip code (IP Address).

e Data Link (The Truck): The local delivery from mailbox to post office (MAC Address/Hop).
e Physical (The Road): The actual cables/wires (Media).

8.0 CCNA Exam Quick Reference

Core Addressing Summary

Layer Address Type Scope / Purpose

Layer 4 Port Number Identifies specific Application/Process.



Layer 3 IP Address
Layer 2 MAC Address
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Logical address used for Global
routing.

Physical address used for Local
delivery.



