
The Cisco Certified Network Associate (CCNA) certification is a foundational credential in the
networking industry. Achieving CCNA status validates your ability to install, operate, and
troubleshoot modern enterprise networks.

The CCNA 200-301 is a comprehensive test assessing a broad range of networking knowledge.

Attribute Details

Exam Code 200-301

Duration Approximately 120 minutes

Question Count 50–60 questions

Passing Score Approximately 85%

Day 1: Network Devices and
Fundamentals

CCNA 200-301 Study Guide:
Fundamental Concepts &
Tools

1.0 The CCNA 200-301
Certification: An Overview
1.1 Deconstructing the Exam



Prerequisites None (CompTIA A+ and Network+ knowledge
recommended)

Registration Pearson VUE

Study time should be allocated in proportion to these weights:

Network Fundamentals (20%): Components, topology, cabling, IPv4/IPv6, and
virtualization.
Network Access (26%): VLANs, STP, EtherChannel, and Cisco Wireless/WLAN.
IP Connectivity (25%): Routing tables, packet forwarding, and OSPFv2.
IP Services (10%): NAT, NTP, DHCP, DNS, SNMP, and SSH.
Security Fundamentals (15%): Device access control, VPNs, ACLs, and wireless security.
Automation and Programmability (10%): Controller-based networking, APIs, Puppet, Chef,
and Ansible.

In February 2020, Cisco streamlined its certification path:

1. Technician (CCT): Entry point for hands-on support.
2. Associate (CCNA): The industry benchmark for network professionals.
3. Professional (CCNP): Specialization (Enterprise, Security, Data Center, etc.).
4. Expert (CCIE): Expert-level skills validation.
5. Architect (CCAr): The highest level; involves defending a complex design before a

committee.

Network: A collection of connected devices (computers, servers, switches) sharing
resources.
Collision Domain: A network segment where data frames can collide. Layer 2 switches
mitigate this by creating a separate collision domain for each port (micro-segmentation).

1.2 Core Knowledge Domains

1.3 Evolution of Cisco Certification

2.0 Foundational Networking
Concepts
2.1 Defining the Network



Broadcast Domain: A logical division where all devices can reach each other via Layer 2
broadcast. Routers are the primary devices used to segment these domains.

Role Primary Function

Endpoints Source or destination for traffic (PCs, Laptops, IP Phones).

Servers Provide services and resources (File storage, Web hosting,
Apps).

Function: Provides connectivity for devices on a LAN. Forwards data based on MAC
addresses.
Operations: Switches build a MAC address table to perform forwarding, filtering, or
flooding.
Performance: Eliminates collisions through micro-segmentation.

Function: Connects disparate networks and makes forwarding decisions based on IP
addresses.
Decision-making: Uses a routing table to find the best path based on "longest prefix
match" and "administrative distance."

Function: Monitors and filters traffic based on security rules.
Capability: Uses stateful packet inspection to track the state of active TCP connections.

2.2 Device Roles and Functions

3.0 Essential Network Hardware
3.1 Layer 2 Switches

3.2 Layer 3 Routers

3.3 Firewalls



Core Study Guides: Understanding Cisco Networking Technologies (Vol. 1) and CCNA
Certification Study Guide (Vol. 2) by Todd Lammle.
Practice Tests: CCNA Certification Practice Tests: Exam 200-301 (1,200 questions).

Read Carefully: "Read twice, answer once."
Use Elimination: Rule out obviously incorrect choices first.
No Backtracking: The current format does not allow you to change previous answers.
Double-check before clicking "Next."
Command Syntax: Cisco IOS allows abbreviations (e.g., sh run for show running-config).

Immediate Notification: Pass/Fail status is displayed on-screen immediately.
Score Report: Provided by the administrator, detailed by section.
Official Confirmation: Typically arrives within 2–4 weeks.

 

4.0 Strategic Study Resources &
Preparation
4.1 Recommended Materials

4.2 Proven Exam Techniques

4.3 Post-Exam Process
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